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The Payment Processing Scam





I. Introduction


Fraud Aid is a free online fraud victim advocacy and fraud prevention education web site.  The name “Fraud Aid” and the domain www.fraudaid.com were adopted in February of 2000 to replace the original web site and domain created in September of 1999.





Since its inception, Fraud Aid has been assisting fraud victims deal with their situation and where possible, obtain justice through proper use of the criminal justice system.





On average, the web site registers 326,000 page views per month and an average of 200 emails a month from fraud victims who were unable to find what they needed on the web site.  The majority of these emails are from victims of counterfeit check and stolen funds scams perpetrated on them by Nigerian-style and Former Soviet Union-style fraudsters living outside the United States.





The first emails from such victims began arriving during the late fall of 2002.  By the following June, the number of contacts had increased to maybe 10 per month.  Today, victims are contacting us on a daily basis by both phone and email.





NOTE: The scam may also include the Package Forwarding Scam wherein job seekers are told they are being hired to forward packages of product purchased in the US to foreign clients.  The excuse is that product mailed from the US carries a higher value for foreign purchasers.  The product is purchased with stolen credit card information.  See Adobe PDF of fraudulent web site Transfer Express.





The information below is gleaned from personal experience with victims, on and offline research, email tracking, conversations over the years with Secret Service Agents and local law enforcement officers, and with others in the online fraud-fighting community who track fraudster emails and interact with the fraudsters to gather information about their methods and information leading to their location, real names, ringleader names, and bank accounts.





II. How did this scam get started?  In February of 2003, second generation Nigerian scammers hit the Internet with the Nigerian Counterfeit Check scam, aka Overpayment Fraud.  The basis of the fraud is to give the appearance of being the buyer for an item being sold in an online auction site or through on or offline Classified ads, or a prospective new tenant placing a deposit on an apartment, or a bed and breakfast guest making reservations, or any number of other scenarios.  The fake buyer tells the seller that he is sending a check for the amount of the item plus shipping expenses.  Many other excuses are used for the overpayment.  The scope of the fraud is described here: Nigerian Counterfeit Check Fraud (http://www.fraudaid.com/ScamSpeak/Nigerian/counterfeit_check_fraud/counterfeit_check_01.htm).





A little less than a year later, fake job offers for Payment Processors began emanating from the Former Soviet Union countries (FSU) in a direct spin-off of the Nigerian Counterfeit Checks scam.





Romanian scam rings, made up of teenagers and young adults led by former KGB officers, latched on to the scam and made it their own.  Currently, Romanian fraud rings and fraud rings located in other Former Soviet Union countries have joined forces with Nigerians scam rings and are working together from Romania, West Africa, South Africa, the UK (mostly England and Ireland), The Netherlands, the US, Canada, Latvia, Lithuania, the Ukraine, and Australia.  





Regardless of where the emails say the so-called employer is located, the email headers (the entire path an email travels, from server to server, between the author’s computer and the recipient’s computer) always track back to these countries.





The Romanians have brought their Identity Theft and hacking expertise contacts to the table, while the Nigerians have scam ring operatives in place in countries all over the world.  The combination is dismaying in its economic impact on US society.





III. The scam is composed of the following parties:


Scam ring members are as follows:


(a) The scammers who "run" the job seeker victims via email and cell phone.


(b) The scammers who send the counterfeit checks or money orders to the job seeker victims.


(c) The scammers who wire funds into the job seeker victim's bank account or credit card account.


(d) Hackers.


(e) Identity Theft Black Market Database owners.


The job seeker hired as a Payment Processor: victim.


Bank account holders: victims as follows:


(a) Checking or savings account holders.


(b) Credit card account holders.


(c) Buyers of items sold on auction sites or through Classified ads (on or offline).


The drawee banks: victims.


The job seeker's bank: victim.


Western Union or MoneyGram.  NOTE: Occasionally the job seeker victim is instructed to wire the funds bank-to-bank, particularly if the funds are to be sent to Asia.





IV. The scam is composed of the following elements:





Persuading a job seeker to respond to an employment ad hiring Payment Processors for a foreign company at 5% to 20% commission for each payment processed.





Stealing the personal information of the job seeker and gaining access to his or her computer through malware embedded in the email correspondence, or embedded in the HTML of a fake corporate web site.





Selling that information into Identity Theft Black Market Databases.





Making the job seeker believe a legitimate foreign company has hired him or her as a Payment Processor.  The job seeker is now a job seeker victim.





Sending funds from account holder victims to the job seeker victim in the form of counterfeit paper instruments or wire transfer of funds stolen from an account holder's (Identity Theft victim) checking or credit card account.  When funds are wired directly into the job seeker victim's bank account or credit card account, or when the job seeker victim is sent an electronic check, the account holder victims are also Identity Theft victims.





Instructing the job seeker victim to wire all but their 5% to 20% commission to various so-called company officers or company authorized personnel, and to do this by Western Union, Moneygram, or bank-to-bank transfer.














Getting the victim to do this as often as possible before the scam is discovered either by the victim, the victim's bank, or the check-cashing store where the victim cashed the check or money order.





V. Where are the scammers?  Regardless of where the scammers state they are located in their emails, they are in fraud rings all over Western Europe, Central Europe (Former Soviet Union countries), and West Africa.  They are in Canada and the US.  The scammers are not always foreigners - persons native to the target country are also involved with the scam rings.





The in-country fraud ring members are used to receive counterfeit checks and mail them from in-country mailing addresses, steal credit card information from account holder victims, make phone calls to the targeted payment processing victims, and in at least one instance we know of, apparently observe a victim in order to enable the Nigerian scammer in Nigeria to make threats demonstrating knowledge of her and her children’s activities.





Based on the apparent movements of Nigerian scammers following drug routes as evidenced by tracking of Nigerian (419) scam letters, it can be safely predicted that these scams will soon be coming from fraud cells in South Korea, Malaysia, the Philippines, Hong Kong, and other Asian locales.





The scammers use cell phones for voice communication.  Since cell phone services allow for roaming, although a scammer may state that he is in London or Florida or Texas, he can actually be calling from anywhere.  For the most part, these mobile phones are called “throwaway” because the phone and service are paid for with cash and registered under false names.  Once the phone number has been used for x number of times, it is discarded.





The scammers use misdirection, spoofing, and open proxy blinds to send their emails.  Unless one is adept at reading and interpreting full email headers such as a trained fraud examiner or enforcement investigator, it is impossible to determine that the email was sent from any location other than that stated by the scammer.





VI. What they tell the truth about: The scammers are telling you the truth only when they state that they want you to receive checks, money orders, and funds by bank wire or online transfer directly into your bank account or credit card account, PayPal account, or BidPay account.  If paper instruments are used, they want you to deposit them into a business account or personal account.  Then they want you to send all the money to them except for your 5% to 20% "commission.





VII. What they lie about: Everything else.





VIII. What they are really doing: They are using you as an unwitting intermediary to further either theft or money laundering on an international scale.





IX. Who are the scammers' targets?  They are most successful with single mothers, students, people who are disabled or handicapped, retirees, people on fixed incomes, people having trouble making ends meet, cottage industry owners and others who already have a work-at-home business, all of whom have a limited understanding of the banking system or good business accounting practices.  There are literally hundreds and hundreds of victims across the US and no country is immune.





X. How do people find out about the job offers?  Unsolicited emails, Private Messages, IM's, Chat rooms, phony employment web sites, phony fund raising opportunities, job posting bulletin boards, help wanted bulleting boards, employment web sites like Monster.com, classified ads both on and offline in newspapers and magazines, posted on bulletin boards at grocery stores and Laundromats, everywhere and anywhere an employment opportunity message can be shared.





XII. Where does the money come from? Funds wired into your account are stolen from innocent account holders through Identity Theft; electronic checks are ordered from an innocent account holder's checking or credit card account through ID Theft.  Funds also arrive from victim buyers on auction sites or Classified Ads sites or newspaper classifieds ads that are instructed to wire their funds into your account.





Domestic and International Money orders are counterfeited in large quantities on foreign fraudster printing presses.  Checks are counterfeited in large quantities on foreign fraudster printing presses.  Unauthorized QChex (and similar services) are ordered by unverified QChex account holders.  US Treasury checks are forged.  Counterfeit cashier's checks, personal checks, and corporate checks are used in this scam.





The money can come from someone who is buying a product through a Classifieds ad (on or offline) or auction site such as eBay.  In that situation, the victim buyer is told to send his money to the victim payment processor (either by check, money order, MoneyGram, bank to bank wire, PayPal, or BidPay), who in turn is told to wire off all funds received except his or her 5% to 20% commission.  The victim payment processor and the victim buyer are run either by the same scammer or by different members of the same fraud ring or fraud cell.





XIII. Where does the money go?  On the average, a Payment Processing Scam victim is sent anywhere from 1 to 6 checks before the fact that the funds aren't legitimate is discovered by his or her bank or the location where the check or money order was cashed. For each check, the Payment Processing victim is generally given a different overseas name and address for the Western Union wire.  Sometimes the different names and addresses are given as being hubs or centers for processing client orders.





In fact, the Payment Processing Scam victim is sending the funds through transfer systems that make it easy for scam ring members to pick up the funds almost anywhere.


  


Just because the funds are sent to a particular name at a particular location does not mean that the funds were picked up at that specific location, nor does it means that that the person picking up the funds is using his or her real name.  Scammers use false identification all the time to pick up funds.  Some transfer systems allow for pick up at any number of offices within the system since the funds may only be registered within a funds central, a hub if you will, servicing many different offices in the general area.  NOTE: Funds wire through any electronic wiring system other than bank-to-bank are untraceable beyond the pick up location.





When the Payment Processing Scam victim sends the funds he's received via bank-to-bank transfer, that does not mean that the scammer is anywhere near that bank.  Bank accounts can be opened using a combination of online banking and surface mail.  Once the account is opened, through online banking the scammer, located anywhere in the world, can order the electronic transfer of the balance to any other bank in the world.





If the scam is being solely run by Romanian scammers, a portion of the money goes to the scam ring leader (often an ex-KGB officer) and back into the scam business, and the balance is spent on pleasure, clothes, high-priced cars, women, night-clubbing, etc


.


If the scam is being run by Nigerian scammers or a Romanian/Nigerian combo, a portion goes to the scam ring leader, a portion goes back into the scam business, some goes for pleasure, and the balance may be spent on establishing and maintaining drug routes, supporting terrorist activities, and supporting kidnapping rings.














XIV. How does the scam work?  The scammer places a want ad on the Internet or in newspapers and magazines. The ad describes that a foreign company needs a US representative to process payments for its US clients.  See "X. How do people find the job offers?" above for other methods used by the scammers to distribute the phony job offers.





A job seeker responds to the job offer, however he or she becomes aware of it, through the email address provided by the scammer.


  


The so-called employer (scamployer) provides any number of excuses for not being able to process payments in the company's country.  The reason this scam is so successful is that the scamployer claims to be in located in a country that Americans naturally associate either with repression, or recovering from the breakup of the USSR, or not as sophisticated as the US, or generally in a state of governmental and banking disarray.  Added to this the fact that the average citizen is unschooled in bank procedures and good accounting practices.





The job seeker is asked to respond to the employment notice by submitting a resume to an email address.  The requested information often includes full name, address, sex, telephone-cell-fax, bank account number, copy of Driver's License and/or Passport, and occasionally a Social Security Number.





NOTE: During the string of correspondence between the scamployer and the job seeker, malware in the form of spyware and Trojans horses is inserted into the scamployer emails.  The malware reports back to a hacker who then has free access to the job seeker's computer, including usernames, passwords, and all personal emails.  Personal information from these emails may be applied at a later date for extortion and threat letters to the Payment Processing Scam victim to make the victim believe he or she is in imminent danger.  (Samples available upon request)





In turn, the scamployer emails back an employment contract that ranges from the simple to the very sophisticated.  Some contracts are almost non-existent in their brevity, while others are lengthy and have been flat out stolen from other contracts easily viewed or available on the Internet.  Since the scammers are not using any real names or addresses and are basing their actions on intent to defraud, the contract is worthless.


  


The entire employment process is designed to take advantage of the job seeker's need for a job or extra work, ignorance of banking, laws governing fiduciary responsibility, and proper accounting procedures.





The scamployer* now emails a notice to the job seeker that funds will be arriving within 3 to 7 days.  Included in the email are instructions to deposit the paper instrument and wire funds as soon as the check or money order has cleared** or a soon as the job seeker's bank account is credited with the amount of the check or money order***.





Some scamployers tell the job seeker that there is a penalty for not processing payments within a few hours or a few days – less time than a bank would normally place a check on hold.  See Sample No. 2: Web Tools Software, Inc., Page  


 


If the scamployer has funds wired directly to the job seeker victim's account, the email instructions will urge the victim to immediately send the funds by Western Union or bank-to-bank transfer upon receipt.  Another pressure tactic is to urge the job seeker victim to cash the paper instruments at a check-cashing store, grocery store, or to cash money orders at a Post Office.  This is sometimes accompanied by a warning that the commission will be less if the wiring of the funds is delayed.


 


 *scamployer: This may be one person pretending to be many, such as presenting himself in different emails as the employer and two or more other company employees such as officers working in fake order centers, a banker, and an attorney.  It may be three or more people all pretending to be the same one.  The same ring or cell runs many job seeker victims at the same time using pre-designed scripts.  The scripts allow different ring members to pick up the thread with any one of the victims at any given time as necessary.





When a scam cell is running many victims at the same time, the throwaway cell phones (V. Where are the scammers? Page 3, Paragraph 3) are each marked on the back with a piece of tape on which is written the victim name attached to that cell phone number and the scammer alias being used on that victim.  A fraud cell “boiler room” may be littered with these phones.  





When one rings, any of the scammers can pick up the phone and know immediately whether it’s from one of the victims he or she is running, who they are supposed to be if the victim does belong to them, or who to hand the phone to if the victim belongs to another cell member.





** cleared: A check is not actually cleared until the account holder says it is.  The common usage for the word "cleared" is that the account contains enough money to cover the check when it is presented at the drawee bank.  The account holder has up to one year to report a check as unauthorized, i.e. stolen, forged, or counterfeit.





***bank account is credited with the amount of the check or money order: In most instances, the money credited into a depositor's account is from his own bank in good faith.  It is not money that has arrived from the drawee bank.  Therefore, the money in the deposit account is actually a no-interest loan.  It's important to keep in mind that by law a depositor is wholly responsible for whatever he deposits into his account, and that includes funds wired into his account and funds deposited into the account by a 3rd, authorized party.





It is the depositor's responsibility to ensure the funds are legal and unencumbered, not the bank's responsibility.  A hold on deposited funds is for the purpose of determining whether or not the check will be financially honored upon presentation to the drawee bank, not to determine whether the check is counterfeit, stolen, or forged.


�
The full content of the following can be found at: http://www.fraudaid.com/ScamSpeak/Nigerian/check_processing_letters/web_tool_software-01.htm





Sample No. 1





Check Processing Employment Scam Letter


from: Web Tool Software, Inc. using forged Monster.com email address





From: "listedjobs@monster.com" <listedjobs@monster.com>�Reply-To: HiredBox3004@aol.com�To: �Subject: Part Time Job , Monster.com Resume, $4,500 Monthly�Date: Mon, 24 Oct 2005 02:44:53 -0500���Entry Level Job   Part Time No experience (or money) needed��If you are looking for 100% a legit job where you have to work to earn �money not stay to earn money then this is the job for you.��There is no need to leave from your current job. You can work for us �few hours weekly and increase your income with $4,500 Monthly.��We are a French company in search of Representative from your area to �join our company. We have one job available at this time.�Your job is to receive and process (cash) the money orders or cashier �checks that our USA customers have to pay to our company.��In FRANCE they usually deliver the funds within 10 days and clearance �is made in 2 weeks, this delay is not profitable for our company.��You have 10% commission from every payment that you will receive so you �will be paid for your services same day you process the payment because you �will deduct your share directly.��We don't ask fees for this job. We don't ask experience, just few hours �are needed in one week.��IMPORTANT - You must be over 20 years old.�IMPORTANT - US CITIZEN�IMPORTANT - Able to start immediately��Don't be scammed by all types of work from home jobs where companies �are asking money to "help you"�The job is 100% legal in USA and all our sales activities are recorded �at US work bureau.��You will receive the response same day. Remember: No costs: Nothing to �buy. �No membership to pay. No accounts to purchase.��Simply reply to this email with your name and phone number. You will �receive more details.��Contact Email: HiredBox3004@aol.com





�
The full content of the following can be found at: http://www.fraudaid.com/ScamSpeak/Nigerian/check_processing_letters/web_tool_software-02.htm





Sample No. 2





Check Processing Employment Scam Letter


from: Web Tool Software, Inc.


 








From: HiredBox3004@aol.com�To: �Subject: Re: Part-time Job, Monster.com Resume, $4500 monthly�Date: Wed, 26 Oct 2005 18:49:23 EDT� 


Web Tool Software, Inc. Representative Contract���- Available Position: Part Time Representative - - Up to $5,000 �Monthly, Part Time Job -���You can read the contract at the end of this email.��You can print the last page of the contract, sign it, make one picture of �the signed page (digital picture if you have no scanner) and send this �picture with signature back to us via email or to the fax number below or via �email.��Our USA fax number is 772-360-4201���In order to start your job today we have some requirements:��1. Be at least 20 years old and have a bank account (in order to �deposit checks if needed - IMPORTANT: WE WILL NEVER ASK FOR YOUR BANK ACCOUNT �NUMBERS OR OTHER FINANCIAL INFORMATION FROM YOU)�2. Have a postal address where you will receive money orders and �cashier checks from our customers.�2. Check your email several times a day (two times each day is needed)�4. You need to respond to our emails same day.��Our support team will be next to you in order to have all payments �processed same day.��All you need is an established bank account, where you will cash the �checks.�It really depends where you cash the checks. We do not welcome new bank�accounts for our business for a few reasons. First, you won't be able �to cash checks fast, because the banks put at least a few weeks' hold to deposits into �a new account.��We do make background research on all the international customers �before we sell our software products.�We also verify the checks for funds availability before it arrives to �you. �In an outstanding case of any problem, we offer a full guarantee to cover �the fees. That way you can feel absolutely protected and safe.���You will receive various payments from our US or Canada buyers for our�software products/services and every customer will specify when the �payment will be sent the amount and the products that were purchased.��In FRANCE they usually deliver the funds within 10 days if we have one �bank account open to one US bank (we have the bank account open to one �FRENCH bank -- this will delay payments with another 3-4 days) and this delay is �not profitable for our company.�With US representatives help we can process these payments faster and �the customers will be served faster. We are selling in US 95% from time �software programs and sometimes IT hardware. We are also selling other various �IT products if customers are interested.��If there will be something that you don't know, simply ask our support �team and you will have all the answers within few hours or minutes.��Please call me Angela, my name is Angela Nieves and I will keep you �informed regarding payments and procedures.��Here is step by step explanation of entire process:��1. You agree with our contract and are ready to process payments.�2. We advertise our products and in 4-5 days after you agreed with �terms you start to receive payments from our customers (money orders, checks) �made payable to your name and address for instant processing�3. You cash one payment (check or money order) - at the bank or check �cashing store�4. You deduct your 10% from total amount of the check or money order �that you receive and cash.�5. You transfer us 90% minus transfer costs (the transfer costs are �paid from our 90%) with bank to bank transfer�6. You receive another payment and you process it.���This job implies only checks/money orders cashing, nothing else is �required to work for us. We will never ask you any fees to work for us. If you know to cash a check, this is the job for you. Please don't expect to earn thousands of dollars in the first weeks, we promise that you will earn more than $5,000 every month but first we have to advertise our products in US, you will surely make $600 every week in your first month of work.���To begin this job we need your FULL NAME AND ADDRESS (your postal �address -- home address) FOR PAYMENTS that will be mailed(shipped) to your postal address:��Full name:�Address:�City, State, Zip code:�Phone number:���The money orders and cashier checks that will be processed by you can �be cleared same day you receive the USPS delivery.��If you agree with the contract and want to start the job Your response �with your name and address is expected today.��From the moment we have your approval that you agree with all terms of �the contract and your name and address we will start the advertising �program and ask customers to send checks and money orders to your address.���How you will be paid: You will have 10% from each payment that you �receive and process AND also will receive every two weeks $1,000 paycheck from our company.��Thank you��Web Tool Software, Inc.�4 Rue Camille Flammarion�F-75019 Paris, France�Tel: 33.1.42546001, 33.1.42546002  USA Fax: 772-360-4201���Web Tool Software, Inc. Representative Agreement����1. Partners with Web Tool Software Inc., heretofore, Web Tool Software �Inc. ,are required to comply with, and by using any such facilities, agree to comply with and be subject to Web Tool Software Inc. Representative �Agreement, hereby known as the "Agreement". Web Tool Software Inc. reserves the right to amend these Conditions and Policies at any time.��2. Representative Functions���2.1. Representative will function as a value-added Representative of �Web Tool Software Inc services. Representative will process its orders for such services directly.��2.2. Representative will process payment orders and will forward to any �US or Worldwide destination for Web Tool Software Inc.��2.3. Representative's rights to process Web Tool Software Inc. payments�within a specific territory shall not be exclusive unless otherwise �agreed in writing.��2.4 Representative must contact Web Tool Software Inc. in case of any �delays. Any delay in processing Web Tool Software Inc. orders will �automatically leads to end of this agreement.��2.5 The representatives must send to Web Tool Software Inc. the contact�information before they enroll to this service.��2.6 Representatives must be available 2-3 hours per week for processing �any kind of orders that Web Tool Software Inc. has.��2.7 All payments that will be received by the Representative must be�forwarded to Web Tool Software Inc. within 48 hours upon receive. The �Representative must contact Web Tool Software Inc. if any personal problem or medical �problem occurs. In this way the agreement will not be ended by Web Tool �Software Inc.��3. Prices��3.1. All prices for services provided by Web Tool Software Inc to �customer are in US dollars. Representative will receive only US dollars �payments.��3.2. Representative will subtract directly the commission for this job �from payments that are processed.��3.3. Web Tool Software Inc. shall be responsible for paying all taxes �of any nature which become due with regard to Web Tool Software Inc services.��4. Payment��4.1. All orders are subject to acceptance by Web Tool Software Inc .Web �Tool Software Inc. will only accept payments for products that are legal in �the US.  Web Tool Software Inc will supply to Representative only US and Canada payments and orders.��Representative agrees to same.��4.2. Processing payments and send the funds to our company will be done�within 48 hours. Forwarding payments to Web Tool Software Inc. must be �made within 48 hours after the payment was received by the REPRESENTATIVE.��4.3. Payments shall be made daily if Web Tool Software Inc. asks for �this arrangement.��4.4. Payment and Terms: Payment shall be made in US dollars to Web Tool�Software Inc into the account designated by Web Tool Software Inc , or �as may otherwise be agreed in writing by the parties.��If due to bank charges, transfer fees, or the like, Web Tool Software �Inc should receive less than its invoice amount, Web Tool Software Inc will �find another payment method more reliable. The fees for any transfer that �the Representative does are supported by Web Tool Software Inc.��Should payment in full of any invoice (aside from such shortfalls) not �be received by Web Tool Software Inc within 48 hours after �REPRESENTATIVE'S processing, Web Tool Software Inc will TERMINATE the contract and the Representative will be prosecuted by law.��In the event that any amount remains unpaid 48 hours after the sale, �Web Tool Software Inc may discontinue, withhold, or suspend services to �Representative Failure of Representative to pay in no way relieves the Partner's obligations to make full payment.��4.5. Web Tool Software Inc hereby agrees to pay any and all attorney �fees, court costs, and related expenses incurred by Web Tool Software Inc the collection of any amount due it.��4.6 The commission percentage for Representative services will be �subtracted by Representative and represents 10% from every processed amount.��4.7 Responsibility for all payment transfer fees will be supported 100% �by Web Tool Software Inc.�� 


5. Duties of Representative��5.1. Technical Support: Representative will support Representatives by�providing support in the local language of the Representative's main �location.��If the Representative have one pending payment and the cash method is �unknown by the Representative, Web Tool Software Inc will support 100% the�Representative with information and assistance as needed.��5.2. General: In carrying out this agreement, Representative will �conduct itself in an ethical and lawful manner, will exercise its best efforts to achieve a high level of customer satisfaction, and will do nothing to bring the reputation of Web Tool Software Inc into disrepute.��The Representative will NOT offer information about Web Tool Software �Inc. to third parties.��6. Duties of Web Tool Software Inc��Web Tool Software Inc is responsible for ALL processing fees, for ALL�transfer fees and the Representative will subtract ALL these fees from �the final amount that have to send to Web Tool Software Inc as a payment for it's services.��7. Rules & Regulations��Web Tool Software Inc. may impose reasonable rules and regulations �regarding the use of its services from time to time.��8. Limitation of Web Tool Software Inc 's Obligation & Liability��8.1. Web Tool Software Inc 's liability to any end customer of any �Software or other Web Tool Software Inc products is limited to the amount paid to and received by Web Tool Software Inc for products and software.��9. Confidentiality��Representative acknowledges that by reason of its relationship with Web �Tool Software Inc hereunder, it may have access to certain information and�materials relating to Web Tool Software Inc 's products, customers, �software technology, and marketing strategies that is confidential and of �substantial value to Web Tool Software Inc , which value would be impaired if such information were disclosed to third parties.��Representative agrees that it will not use in any way for its own �account nor for the account of any third party, nor disclose to any third party, any such information revealed to it by Web Tool Software Inc . Representative further agrees that it will take every reasonable precaution to protect the confidentiality of such information. In the event of termination of this agreement, there shall be no use or disclosure by the Representative of any such confidential information in its possession, and all confidential materials shall be returned to Web Tool Software Inc or destroyed. The provisions of this section shall survive the termination of the agreement for any reason. Upon any breach or threatened breach of this section, Web Tool Software Inc shall be entitled to injunctive relief, which relief shall not be contested by Representative.��10. Relationship of the Parties��The relationship between Web Tool Software Inc and Representative is �that of employer/employee. They shall not be construed as being joint ventures, franchiser/franchisee.��This agreement is a commercial agreement between businesses, not a �consumer agreement. Representative has no authority, apparent or otherwise, to contract for or on behalf of Web Tool Software Inc , or in any other way legally bind Web Tool Software Inc in any fashion, nor shall Representative be authorized to make any representations about Web Tool Software Inc or its services other than to set forth Web Tool Software Inc 's responsibilities as outlined in this agreement.��11. Disputes��The parties shall attempt to resolve all disputes arising out of this�agreement in a spirit of cooperation without formal proceedings. Any �dispute which cannot be so resolved (other than the collection of money due on unpaid invoices) and other than the injunctive relief referred to in paragraph 9 shall be subject to arbitration upon written demand of either party. Arbitration shall take place at another location if the parties so agree.��12. Terms & Termination:��This agreement shall run until the end of the current quarter. The �initial and minimum term of this Agreement is for 3 months. This Agreement �shall automatically renew for a similar term thereafter, until terminated by either party with 30 days prior notice unless terminated in one of the following ways:��12.1. By either party, by notifying the other in writing by end of any �given year that this agreement will not be renewed, with 2 weeks notice in �advance.


�If Representative sent the notice, must process all payments already �sent to his address until job will be ended. If Representative will not process the payments will be sued by Employer in order to recover the fees and lost money.��12.2. By Web Tool Software Inc , upon 48 hours written notice, if�Representative breaches any material and substantial provision of this �agreement and has not cured by the end of the 48 hours.��12.3. Representative becomes more than 48 hours in arrears in payment �of its account with Web Tool Software Inc ;��12.4. By Web Tool Software Inc immediately, if Representative attempts �to assign all or any part of this Agreement without Web Tool Software Inc's prior written approval;��12.5. By Web Tool Software Inc immediately, if Representative fails to �cause Web Tool Software Inc to be informed in writing immediately on the �happening of any event specified in this section;��13. Nonassignability��Representative's rights and obligations under this agreement may not be�transferred or assigned directly or indirectly without the prior �written consent of Web Tool Software Inc , which consent shall not be unreasonably refused.��14. Partial Invalidity��If any provision of this agreement is held to be invalid by a court of�competent jurisdiction, then the remaining provisions shall �nevertheless remain in full force and effect. Web Tool Software Inc and Representative agree to renegotiate in good faith any term held invalid and to be bound by mutually agreed substitute provision.��15. Notices��All notices may be sent by email or express mail to the email address, �or address most recently provided and will be effective upon transmission. �Evidence of successful transmission shall be retained.��16. Entire Agreement, Modifications��This agreement sets forth the entire agreement and understanding �between the parties and merges all prior discussion between them. Web Tool Software Inc may make changes to this agreement upon thirty (30) days' written notice to Representative, advising of the change and the effective date thereof. 


�Utilization of Web Tool Software Inc services by Representative and/or its �customers following the effective date of such change shall constitute acceptance by Representative of such change(s), unless Representative objects in writing to such changes, in which case the changes shall not take effect until there is written consent to other arrangements by both parties.��IN WITNESS WHEREOF, the parties hereto, intending to be legally bound �hereby, do hereby execute this instrument, with each signator warranting its authority to enter into this agreement on behalf of the party it �represents.��I have read and accepted the above terms and conditions:��Your signature here: Your Full Name and Postal Address here:���If you agree with all terms of our representative contract please send �now via email your FULL information: Full name, your postal address, phone �number and specify in the subject line: "AGREED WITH ALL TERMS OF THE �REPRESENTATIVE CONTRACT".� 








Additional Payment Processing Scam job offer emails available upon request.





Attachment: Adobe PDF of fraudulent Payment Processing and Package Forwarding web site.


29 October 2005
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